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Research on Digital Identity Based on Blockchain Technology: Status
and Challenges

ZOU Lin, JIA Shiyu, CHEN Jin, LAN Qiujun
(Department of Business Management, Changsha/ Hunan, 410082)

Abstract: Blockchain technology, as an emerging technology following big data, cloud computing, and
artificial intelligence, breaks the traditional thinking of centralized management, thereby achieving
decentralized, trustless, tamper-proof transaction execution and data storage. The research of digital
identity based on blockchain technology involves the process of identity granting, management and
verification. From the perspective of the current research status of digital identity based on blockchain,
this article summarizes identity management under traditional methods and blockchain technology.
Identity authentication methods range from simple to complex. Its development process reflects the
continuous updating of authentication requirements and the increasing progress of information
technology. The application of blockchain technology in the field of digital identity further improves the
safe and reliable storage capacity of identity information and provides data protection for identity
authentication. Based on the above research, the challenges faced by the development of blockchain
technology are further proposed, and future research is prospected.

Keywords: Blockchain; Digital Identity; Identity Management; Research Progress
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