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@ See Thomas Clautice, Nation State Involvement in Cryptocurrency and the Impact to Economic Sanctions,
Economic Crime Forensics Capstones, Vol.45:1, p.3(2019).

@ See Christoph Wronka, Digital Currencies and Economic Sanctions: The Increasing Risk of Sanction Evasion,
Journal of Financial Crime, Vo0l.29:1269, p.1278-1279(2022); Fabio Cozzi, Will Blockchain Technologies
Strengthen or Undermine the Effectiveness of Global Trade Control Regulations and Financial Sanctions?, Global
Jurist, Vol.20:1, p.1-2(2020).

@ See Phoebus L. Athanassiou, Digital Innovation in Financial Services: Legal Challenges and Regulatory Policy
Issues, Wolters Kluwer, 2018, p.21, 25, 54.
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® See UNCTAD, Digital Economy Report 2021, Cross-Border Data Flows and Development: For Whom the Data
Flow, UNCTAD(29 September 2021), https://unctad.org/system/files/official-document/der2021_en.pdf.
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@ See National Cybersecurity Strategy, White House(1 March 2023),
https://bidenwhitehouse.archives.gov/wp-content/uploads/2023/03/N ational-Cybersecurity-Strategy-2023.pdf.
» See UNCTAD, Digital Economy Report 2021, Cross-Border Data Flows and Development: For Whom the Data
Flow UNCTAD(29 September 2021), https://unctad.org/system/files/official-document/der2021_en.pdf.
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® See National Defense Authorization Act for Fiscal Year 2026, Sec.879, 830.
@ See National Defense Authorization Act for Fiscal Year 2026, Sec.1245, 1246.
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@ See Ethan Katsh, Orna Rabinovich-Einy, Digital Justice: Introduction, International Journal of Online Dispute
Resolution, Vol.3:102, p.104, 123-124(2016).

@ See Yulia Razmetaeva, Sergiy Razmetaev, Justice in the Digital Age: Technological Solutions, Hidden Threats
and Enticing Opportunities, Access to Justice in Eastern Europe, V01.2021:104, p.105(2021); Pedro Rubim Borges
Fortes, Paths to Digital Justice: Judicial Robots, Algorithmic Decision-Making, and Due Process, Asian Journal of
Law and Society Vol.7:453, p.453, 466-467(2020).

O ZHAME . PAHMR:  (BFE e HEARESEENLED) B GERREE) 2022 45 6 W1, 5 167
i

O ZNFREMSE « G BEME.  (BEMARRENIESGE) XK, B (RIREEET) 2019 455 1
1, %5100 5L,

© ZRKER: (BEFEEREMM S S aE) , B GEHS R E) 2022 455 5 1, 5 50-53 T,

© SR, (BRI TR T RS A R IR A r R SR R (P ERIEZLE) 2022 4
12, 593 1L,



PRAZHAZIL W EELAT http://www.sinoss.net

B, IR T SR E IR 2 2 18] B .
(M) EEST 3 ENGIMNGFI ZRIFIRINR T 8 F 50
B LR AR T B0 A B RS BT 9, B B ik RGEARTE A P BN AEER A A
Py AEEH A . CONEFRERE, E R SEE A TR R TS WTO (RS R
58 5E)  (General Agreement on Trade in Services, TaiFR GATS) e HI IR 55 52 5 1) 58 = Ff
WA ——rARAE, BENRMAFAEAT g s ER TR N — MR EE . BT, hEESRE
FITAFKIE GATS 2 AR B . SR 36 E H AW FoRKEGG A @ 55
EBUR IR R SRR Z AT 2, S8 DUBI B K e AN i T 2 A0 8, B B
FEEFEABE . BEIERERZE. oM FZ, HREENE LS RA ¥0E | o B %
TR FEARRE . X BARE W A0, KR AT A
() EESTPEIEIMIFIRENHIRENK T HFHN
B SR R AR B B R ST A ZE W v A7« S48 T SR B 5K DA O R A 38 1 At
EHCFHORMIE R R R, $H], of 5 s 0, dEmyEsR PO & 948 L,
5 [ DA 532 408 Boof v [ AN 4 Bt St 3R B T 8T v, A1E T IR . AR
Pree S A, B 2822 42 @ T AMIE Can B3 5 #% 3t ihoe RER L 3 5 [ X 22 45 AN R IR 56350
FIE B 2 e A B 1 o I e il 1, BP DA 58 28 4 52 2400 55 Bl 18 5 BB M 1S B R R AR
RHTHRE . EEHIEER A, HH AEENA, ZRETERRNER “2ai” A8, H2
NN B R 22 ) i, BN E AR S, 4T IR B BRHs Ak B A N T E
KAh, MRN T4 R ERHERRRE E S 4556 EESI RSN EHPHA . ©H
ITT L, B xS e A B A% B I R 3 36 AT He b B R A e 0 BT A . B SR
A G, EEBE R E R FETFOIEEER SR 4187 FHN.
(7%) EESTHPEEMFHRENGIRER THFRSE
Bz afERaZ A ERZmMNEE . 23k, PAEE. BRERAEFN L4, W
FLHE R 2 P HAR S 24 BEERE 20 X E R 24, thae s, i
MR SCHIAMAERRI 22 4. O BORIE K22 4 8 8 5 fE I By i 1B Y M Bk (b B X e 4,
(A _F R AR TE A AT 4, & T REAS T B e AR A i BR A i, AN vl Gt
A BUA R I G A B0 R SUHARMGE FE DT, Ot B AT &, fH BhIEI a2 i) FERR
HIANRAEN . BUR NEAR TN EHERT . BRLEFHFESH “ml i EBuafb” %2
FE] oK 22 4 F D e e A I BAR R I CVARR 45 i, 1B 5 22 4 v A D e e A B 5K e A 1T P o
BAR B E AN 3 5, LR A5 B 2 4 IS AR 4 A N5 [ R 22 4 AH S R A,
S Bl R BN L Be A5 R HoR s, 38 [E G FH B oK e 4 St a1 4R

@ See Natalia Criado, Jose M. Such, Digital Discrimination, in Karen Yeung, Martin Lodge eds., Algorithmic
Regulation, Oxford University Press, 2019, p.82.
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https://fddi.fudan.edu.cn/c3/74/c19047a246644/page.htm .
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https:/fddi.fudan.edu.cn/c3/74/c19047a246644/page.htm .

© See Paris Marx, The TikTok Ban Isn 't About National Security. It's About the Global Dominance of US,
JACOBIN(11 April 2023),
https://jacobin.com/2023/04/tiktok-ban-global-technology-dominance-china-social-media-surveillance-free-speech
?source=Snapzu.
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@ See Cheng Bian, National Security Review of Foreign Investment: A Comparative Legal Analysis of China, the
United States and the European Union, Routledge, 2020, p.6, 35-36.
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@ See David Collins, Applying the Full Protection and Security Standard of International Investment Law to
Digital Assets, Journal of World Investment & Trade, Vol.12:225, p.226(2011).
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@ See David Collins, Applying the Full Protection and Security Standard of International Investment Law to
Digital Assets, Journal of World Investment & Trade, Vol.12:225, p.227(2011).

@ See David Collins, Applying the Full Protection and Security Standard of International Investment Law to
Digital Assets, Journal of World Investment & Trade Vol.12:225, p.227(2011).
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@ See Ralls Corporation v. Committee on Foreign Investments, et al., No.13-5315(D.C. Cir. 2014); Xiaomi
Corporation v. U. S. Department of Defense, et al, No.1:2021cv00280(D.D.C. 2021).

@ See Luokuang Technology Corp. et al v. U.S. Department of Defense et al, No.1:2021¢cv00583(D.D.C. 2021).

@ See Hesai Technology Co., Ltd et al v. U.S. Department of Defense et al, No. 1:2024cv01381(D.D.C. 2024); Li
Yan, Chinese Semiconductor Company AMEC Sues U.S. Department of Defense for Including It on CMC List,
Ecns.cn(16 August 2024), https://www.ecns.cn/business/2024-08-16/detail-ihefeyrz1379390.shtml.
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@ See Matthew Levine, Towards a Fourth Generation of Chinese Treaty Practice: Substantive Changes,
Balancing Mechanisms, and Selective Adaption, in Julien Chaisse ed, China’ s International Investment Strategy:
Bilateral, Regional, and Global Law and Policy, Oxford University Press, 2019, p.207-211.
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@ See Huawei Technologies Co., Ltd. v. Kingdom of Sweden(ICSID Case No. ARB/22/2).
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Study on the Sanctions Against Chinese Digital Investment in U.S. and
the Countermeasures

WANG Shumin, LI Qianyu

Abstract: Overseas digital investment is made with digital capital, physical property, intellectual property
and so on. On the one hand, China's overseas digital investment mainly focuses on digital physical
objects, namely communication network infrastructure, computing power infrastructure, and smart
infrastructure. On the other hand, China's overseas digital investment also uses non-physical data as an
important investment subject matter. China's overseas digital investment presents a turning trend from
early imitation, following U.S. and Europe, to partial anti surpassing. As a symbolic response to anxiety
about this change, U.S. frequently abuses national security to impose sanctions on China's overseas
digital investment. These sanctions violate the concept of digital justice that advocates for digital
goodness, breaks the digital divide, eliminates digital discrimination, suppresses digital hegemony, and
maintains digital security. In order to effectively respond, it is necessary to improve the countermeasures
of the Anti-Foreign Sanctions Act, promote the inclusion of overseas digital investment in the investment
definition of China's bilateral investment agreement model, optimize overseas investment insurance

system, and fully utilize multilateral dispute resolution mechanisms.

Key words: overseas digital investment; digital justice; overseas investment insurance
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@ See United States - Measures on Certain Semiconductor and other Products, and Related Services and
Technologies, DS615.



