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Risk Governance of Telecom Fraud: Lessons from Japan for China

Hou Yingying Lyu Ruoshui, Chu Mingyang
(Nankai University, Nankai, Tianjin, 300071)

Abstract: This study reveals a triangular evolutionary pattern of special fraud crimes in Japan during
20192024, characterized by technology-driven diffusion, victimization of vulnerable groups, and the
formation of transnational criminal networks. The findings indicate that the scale of special fraud in
Japan has continued to expand, with the average daily financial loss rising sharply. Emerging
techniques, such as pop-up fraud and cross-border remittance fraud, account for a significantly
increasing share. Elderly individuals—particularly elderly women—remain the primary victims. The
organizational structure of fraud networks is complex, with domestic youth, transnational intermediaries,
and organized crime groups each playing distinct roles. In the face of rapidly evolving fraud techniques,
fragmented prevention systems, and pronounced social vulnerabilities, conducting systematic research
holds great practical significance. Drawing on Japan’s governance experience, this study systematically
examines the logic of fraud evolution and the pathways of prevention and control, aiming to provide
valuable insights and policy recommendations for China’s telecom fraud governance.

Keywords: special fraud; Japan’s telecom fraud governance; digital anti-fraud technologies;

transnational criminal networks; international law enforcement cooperation

- 20 -



